TINH UY DONG NAI PANG CONG SAN VIET NAM
VAN P*HONG Pong Nai, ngay [ng]thang 4 ndm 2023

S6 [so] -TTr/VPTU

TO TRINH
V@ viéc xin chi trwong thué Dich vu céng nghé thong tin
Giai phap dam bao an toan thong tin cho hé théng Céng nghé thong tin
tai Trung tam tich hep dir liéu cia Tinh ay

Kinh gezi: Uy ban nhan dan tinh Bong Nai.

Can ct Nghi dinh s6 73/2019/ND-CP ngay 05/9/2019 cua Chinh phu quy
dinh quan 1y dau tu tmg dung cong nghé thong tin sir dung nguén vén ngan sach
nha nudc;

Can ctr Nghi dinh s6 142/2016/ND-CP ngay 14/10/2016 ctia Chinh phu vé
Ngan chdn xung djt thong tin trén mang;

Can ctt Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu vé bao
dam an toan hé théng thong tin theo cap do;

Can ctt Quyét dinh sb 05/2017/QD-TTg ngay 16/3/2017 cua Thu tudng
Chinh phu ban hanh quy dinh vé hé théng phuong an tmg ctru khan cap bao dam
an toan thong tin mang qudc gia;

Can ctr Thong tu s6 03/2020/TT-BTTTT ngay 24/02/2020 ciia B6 Thong tin
Truyén thong vé Quy dinh vé 1ap dé cuong va duy toan chi tiét déi v6i hoat dong
mg dung cong nghé thong tin sir dung kinh phi chi thudng xuyén thudc ngudn
v6n ngan sach nha nudc;

Can ctr Thong tu s6 04/2020/TT-BTTTT ngay 24/02/2020 ctia Bo Thong tin
va Truyén thong quy dinh vé 1ap va quan 1y chi phi du an du tu tng dung cong
ngh¢ thong tin;

Can ct Thong tu sb 12/2022/TT-BTTTT ngay 12/8/2022 ctiia Bo6 Théng tin
va Truyén thong Quy dinh chi tiét va huéng dan mot sé diéu cua Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016 ctia Chinh pht vé bao dam an toan hé thdng
thong theo cidp do va hudng dan chi tiét tai Tiéu chuan quéc gia TCVN
11930:2017 vé Cong nghé thong tin - Cac ki thuat an toan - Yéu ciu co ban vé
an toan hé thong thong tin theo cap do;

Can ctr Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 cua Thu tuéng Chinh
pht vé viéc Phé duyét Pé an giam sat an toan thong tin mang doi v4i hé thong,
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dich vu cong nghé thong tin phuc vu Chinh phu dién tir dén nam 2020, dinh
huéng dén nam 2025;

Can ctr Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 ctia Bo Thong tin
va Truyén thong Quy dinh hoat dong giam st an toan thong thong tin;

Can cit Chi thi so 14/CT-TTg ngay 07/6/2019 ciia Thu tuéng Chinh pha vé
viéc ting cudng bao dam an toan, an ninh mang nham cai thién chi s6 xép hang
cua Viét Nam;

Can cir Chi thi s 60/CT-BTTTT ngay 16/09/2021 cua Bo Théng tin va
Truyén thong ban hanh vé t6 chirc trién khai dién tap thuc chién bao dam an toan
thong tin mang;

Can ctr Quyét dinh s6 1014/QD-BTTTT ngay 02/6/2022 cia Bo trudong Bo
Thong tin va Truyén thong ban hanh phé duyét Pé an Bao dam an toan thong tin
cho do thi thong minh giai doan 2022 - 2025;

Can ctt Cong van s6 2973/BTTTT-CATTT ngay 04/09/2019 ctia Bo Thong
tin va Truyén thong vé viéc “Hudng dan trién khai hoat dong giam sat an toan
thong tin trong co quan, t6 chirc nha nuée”;

Can ctr Cong van sd 235/CATTT-ATHTTT ngay 08/4/2020 cua Cuc An
toan thong tin, B Thong tin va Truyén thong vé Hudng dan Mo hinh dam bao an
toan thong tin cip B9, Tinh (mé hinh 4 16p);

Cian ctr Cong vin s6 1552/BTTTT-CATTT ngay 28/4/2020 ctia Bo Thong
tin va Truyén thong vé viéc Pon dbc to chirc trién khai bao dam an toan thong tin
cho hé théng thong tin theo md hinh “4 16p™;

Can ctr Quyét dinh s6 27-QB/TW, ngay 10/8/2021 cua Ban Bi thu ban hanh
kém theo Chuong trinh rng dung cong nghé théng tin trong hoat dong cua cac co
quan Pang giai doan 2021 - 2025;

Can ct Nghi quyét s6 05-NQ/TU ngay 28/3/2022 ctia Nghi quyét s6 05-
NQ/TU ngay 28/3/2022 ctia Ban Chap hanh Pang bo tinh vé Chuyén dbi sb tinh
Pong Nai dén nam 2025 va dinh huéng dén nam 2030;

Can ctt Ké hoach s6 29/KH-UBND ngay 11/02/2022 ctia UBND tinh vé
Phat trién chinh quyén s6 va bao dam an toan thong tin mang trén dia ban tinh
Pong Nai nam 2022,

Can cir Ké hoach sb 125-KH/TU ngay 17/3/2022 cta Ban Thuong vu Tinh
uy vé tng dung céng nghé thdng tin trong hoat dong cua cac co quan dang tinh
Pong Nai giai doan 2021 - 2025;

Can cir Két luan cua Ban Thuong vu Tinh ay tai Cong van sé 4704-CV/TU
ngay 16/02/2023 vé viéc diéu chinh cac hang muc va nguon von trong Ké hoach
s6 125-KH/TU ngay 17/3/2022 caa Ban Thuong vu Tinh ay;
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Vin phong Tinh Uy kinh trinh Uy ban nhan dan tinh xem xét, chap thuan
chu truong thuc hién thué Dich vu cdng nghé théng tin Giai phap dam bao an
toan thdng tin cho hé thong Cong nghé thdng tin tai Trung tdm tich hop di liéu
cta Tinh uy, cu thé nhu sau:

I. HIEN TRANG VA SU CAN THIET

1. Hién trang

Trong nhitng nim qua, dugc sy quan tdm chi dao cta Tinh Uy, cac cip uy
dang, hoat dong tmg dung CNTT trong cic co quan Dang cta tinh Pong Nai da
mang lai nhitng hiéu qua rd rét, dap tmg kip thoi su chi dao, 1anh dao diéu hanh
clia cac cap Uy dang gop phan hoan thanh cac nhiém vu chinh tri quan trong cua
tinh.

Nam 2019, Vin phong Tinh uy trién khai thyc hién hoat dong tng dung
cong nghé thong tin, cac thiét bi dugc trang bi st dung dung muc dich, phu hop
vo1 yéu cAu, tan dung ha téng k¥ thuat san co, trang bi déng bo hé théng may chu
va may tram va cac trang thiét bi tin hoc, ddm bao dua vao khai thac str dung hop
1y, hiéu qua cac trang thiét bi, tranh lang phi trong dau tu cong.

bac biét, trong nam 2021, Trung tam tich hop dir li€u cua céc co quan Pang
dugc dau tu, xay dung dua vao khai thac sir dung gom 03 may cha ao héa HPE
DL380 Genl0, 02 thiét bi chuyén mach SAN Switch - HPE 8/8 Base 8-port
Enabled SAN Switch, 02 thiét bi luu trit San Storage MSA 2052 SAN DC ME
SFF, 02 thiét bi chuyén mach trung tim CoreSwith-FF 5700 - 32 port 1/10Gb
Base - T + 8 port 10 Gb SFP+ 2-port 40Gb-Stackable - Layer 3 - DCB-FcoE -
TRILL-Dual PSU - Dual Fan; 01 thiét bi twong lta ASA 5525-X with
FirePOWER Svcs. Chassis and Subs. Bundle, 01 bo dinh tuyén, 01 CoreSwitch -
FF 5700, 01 to PDU, WinSvrSTDCore 2019, Hé théng chita chay tu dong FM
200, 02 may lanh chinh xac, h¢ théng camera giam sat, h¢ théng luvu dién, ta
Rack... co ban d& dap ung viéc trién khai céc ung dung CNTT phuc vu céc co
quan dang.

2. Sw can thiét thué dich vu cong nghé thong tin d6i véi Giai phap dam
bao an toan thong tin cho hé thong CNTT tai Trung tam tich hop dir liéu cia
Tinh 4y

2.1. Pdi véi viéc lwa chon hinh thirc thué Dich va cdng nghé théng tin:

Muc dich cta viéc thué dich vu CNTT 13 nham t6i wu hoa chi phi, tdn dung
nguén nhan lyc cua cac nha cung cép dich vu CNTT bu dép thiéu hut vé nhan lyc
CNTT cua td chuc, don vi dé nang cao chét luong hé théng CNTT, dat dugc mot
mirc d6 an todn va sin sang cao hon cua hé thong, ciing nhu kha nang tap trung
phéat huy nhirng mit manh cta to chirc.



Loi ich thué dich vu CNTT:

- Linh hoat va tiép cin cdéng nghé méi: Cic nha cung cap cong nghé hang
dau ludn theo kip v6i nhirng thay ddi va cai tién méi nhét trong linh vuc cong
ngh¢. Do vay, khi thué dich vu CNTT tu cac nha cung cép dich vu cac don vi, to
chtrc s€ dugc ap dung nhitng cong ngh¢ maéi gitp tang hiéu qua va do tin cay cho
hé théng CNTT cua minh. Hon nira, khi thué ngoai dich vu CNTT, tuy thudc vao
nhu cau thuc té cac don vi, to chirc ¢o thé thu hep hay md rong nhanh chong tai
nguyén, dich vu modt cach dé dang va thuan tién néu mudn.

- Tiét kiém chi phi: Khi thué dich vu CNTT don vi to chiic s& giam dugc
chi phi dau tu ha ting CNTT ban dau, chi phi nhan sy quan tri, van hanh hé
thong.

- Loi ich vé chat lwong dich vu: Nha cung cap dich vu CNTT 1a don vi
chuyén nghiép vé CNTT nén c6 hé thong dado tao bai ban cho nhan vién, ciing
nhu cac phong thi nghiém dé thir nghiém giai phap trude khi dua ra cho khach
hang. Ho ciing c6 cac hé théng giam sat vé chat luong cong viéc clia nhan vién va
dam bao quy trinh dich vu. Cac dich vu ho cung cap do d6 c6 tinh chuyén nghiép
cao. V&i viée dam bao vé sé luong va chit luong ngudn nhan luc CNTT ciia nha
cung cép dich vy, cac dich vu CNTT phuc vu cho hoat dong cta co quan, t6 chuc
s& duoc nang cao va dam bao chét luong.

2.2. Péi véi Dich vu Giai phap dam bio an toan théng tin cho hé théng
CNTT tai Trung tam tich hep dir liéu cia cac co quan Pang

Nhan thie dugc tim quan trong caa ATTT nén Pang, Nha nuéce di chi dao
cac bo/nganh, dia phuong trién khai xay dung nhiéu cha truong, chinh sach vé
ATTT. Bo Théng tin va Truyén théng (TT&TT) véi trach nhiém quan ly nha
nuée trong linh vue ATTT da phdi hop vai cac bo/nganh xay dung, hoan thién
nhiéu hé théng cac van ban quy pham phép luat vé ATTT.

- Luat ATTT mang dugc ban hanh nam 2015 da thé ché hoa cac cha truong,
duong 16i, chinh sach cia Pang va Nha nuéc vé ATTT, dap tng yéu cau phat
trién bén viing kinh té - x& hoi, bao vé thong tin va hé théng thdng tin, gop phan
bao dam quéc phong, an ninh, cha quyén va loi ich qudc gia trén khdng gian
mang.

- Ngay 01/07/2016, Chinh phii da ban hanh Nghi dinh s6 85/2016/ND-CP
Vé bao dam an toan hé théng théng tin theo cap do.

-Ngay 24/4/2017, Bo Thong tin va Truyén thong ban hanh Thong tu sb
03/2017/TT-BTTTT quy dinh chi tiét va huéng dan mét sb diéu caa Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé théng
thdng tin theo cap do.
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- Ngay 25/9/2017, Bo truong Bo Khoa hoc va Cong nghé ban hanh Quyét
dinh s6 2582/QP-BKHCN vé viéc cong bd Tiéu chuan quéc gia TCVN -
11930:2017 yéu cau co ban vé an toan hé thong thong tin theo cap do.

- Ngay 25/05/2018, Thu tuéng Chinh phu c6 Chi thi s6 14/CT-TTg vé viéc
nang cao nang luc phong, chong phan mém doc hai.

- Ngay 07/06/2019, Tha tudéng Chinh pha ¢ Chi thi s 14/CT-TTg vé viéc
taing cudng bao dam an toan, an ninh mang nham cai thién chi sé6 xép hang cua
Viét Nam.

- Ngay 04/09/2019 cua Bo Théong tin va Truyén théng ban hanh Cong van sb
2973/BTTTT-CATTT vé viéc “Hudng dan trién khai hoat dong giam sat an toan
thong tin trong co quan, to chirc nha nudc”.

- Ngay 08 thang 04 nim 2020, Bd Thong tin va Truyén thong ban hanh Cong
van s6 235/CATTT-ATHTTT vé Hudng dan Mo hinh dam bao an toan thong tin
cap Bo, Tinh (md hinh 4 16p).

-Chi thi s6 41/CT-TW ngay 24/3/2020 va Coéng vin so 1552/BTTTT-
CATTT ngay 28/4/2020 yéu cau mdi co quan Pang, Nha nudc trién khai cong tac
an toan, an ninh mang dong bo, theo mo hinh “4 16p” bao gom: Kién toan luc
luong tai chd; Lua chon tdi thiéu mot to chic, doanh nghiép giam sat, bao vé
chuyén nghiép; Dinh ky thuc hién kiém tra, danh gia doc lap; Két ndi, chia sé
thdng tin vai hé thong giam séat quéc gia.

Cac Nghi quyét, Chi thi ctia Pang, ciing nhu cac van ban quy pham phap
luat caa Nha nudc déu thdng nhat quan diém chi dao vé bao dam an toan, an ninh
théng tin va bao vé cha quyén quéc gia trén khdng gian mang.

T cac can cu phap ly trén va viéc danh gia hién trang ATTT tai Trung tam
tich hop dit liéu caa cac co quan Pang cho thdy nguy co mat ATTT la hién hitu.
Do vay viéc thué dich vu dam bao an toan théng tin cho hé théng CNTT tai
Trung tdm tich hop dit liéu cua cac co quan DPang 1 thuc sy can thiét, pha hop
v6i dinh huéng va theo quy dinh cua Phép luat, huéng din caa Bo TTTT nham
tang cudng dam bao an toan thdng tin mang, nham gdp phan day manh thuc hién
Chuong trinh chuyén doi sb tinh Pong Nai. Bac biét 1a trong béi canh xay dung
va thuc hién Chinh pha dién ti, hudng tgi Chinh pha sé va mot nén kinh té so.
Nghi quyét s6 52-NQ/TW ngay 27/9/2019 caa Bo Chinh tri vé mot s6 cha truong
chinh sach chu dong tham gia cuoc Cach mang cong nghiép lan thir tu da nhan
manh viéc thuc day chuyén doi s6 trong cic co quan Pang, Nha nudc, Mat tran
va céc t6 chic chinh tri x hoi.

I1. NOI DUNG THUE DICH VU CONG NGHE THONG TIN
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1. Tén nhiém vu: Ké hoach thué Dich vu cdng nghé théng tin Giai phap
dam bao an toan thdng tin cho hé théng CNTT tai Trung tam tich hop dit liéu cua
Tinh uy.

2. Muc tiéu:

-Pam bao ATTT cho hoat dong truy cap, khai thac, st dung cac hé théng
thong tin va co s& dir liéu trén hé théng thong tin c6 két ndi mang Internet cua
Trung tam tich hop dix liéu cac co quan Pang Tinh Uy Dong Nai.

- Trién khai dich vy giam sat an toan théng tin mang 24/7 cho cho hé thong
cdng nghé théng tin Trung tam tich hop dit liéu cac co quan Pang nham:

+ Tang cuong nang luc két ndi gidm séat va thu thap cac su kién vé an toan
thdng tin trén cac hé théng CNTT quan trong hién hitu caa tinh, nhim dua ra
duoc buc tranh tong thé vé an toan thong tin trong thai gian thyc.

+ C6 kha nang thuc hién cong tac canh bao phat hién cac sy cb vé an toan
thdng tin nham kip thoi ngan chan va hoic xi 1y rai ro.

+ Cung cap va hd tro cac don vi trong viéc danh gia dinh ky vé an toan thong
tin.

+ Budc dau xay dung quy trinh va dap ang nhu cau nang cao kha ning tiép
nhan théng tin va quan Iy, chi huy diéu hanh céng tac CNTT va &ng ciu an toan
thong tin trén dia ban tinh.

+ Thyc hién cong tac quan 1y nha nudce trong linh vyc thong tin dién ta, xir
phat hanh chinh, truy vét c4c sai pham trong an toan, an ninh théng tin.

+ Phong ngtra nhimg hu hong ¢ thé xay ra trong qua trinh van hanh hé
théng CNTT trong yéu cua tinh lién tuc 24/7.

+ Tang cuong an toan, an ninh thdng tin mang cho cac co quan Pang trén dia
ban tinh; cac hé thdng théng tin trong yéu cua tinh nham tranh tinh trang 16 lot
thong tin.

+ Phat hién cac dau hiéu vé hanh vi bat thuong, cac sy ¢ mit an toan théng
tin va cac nguy co xay ra su ¢ mat an toan théng tin.

+ Canh bao vé cé4c hanh vi bat thuong, cac sy ¢b mat an toan thdng tin va cac
nguy co xay ra su cd mat an toan théng tin.

+ Diéu tra bd sung théng tin nham xac dinh mtc d6 chinh xac, mic d6 anh
hudng, cac thong tin lién quan dugc sir dung trong viéc phan tng voi sy cd mat
an toan thong tin.

+ Phan ung lai cc su c6 mat an toan thong tin, kip thoi ngin chan, giam
thiéu va khic phuc cac rai ro gay ra boi sy ¢ mat an toan thong tin.

+ Xay dung hé thong diéu hanh tap trung dé bao quat duoc cac van dé vé an
toan thong tin cho cac co quan Pang trén dia ban tinh ciing nhu phan tng nhanh



7

véi cac tan cdng mang maot cach tap trung, x6a bo khoang cach vé mat dia ly.
3. Néi dung thué: Giai phap dam bao an toan théng tin cho hé thong Cong
nghé thong tin tai Trung tdm tich hop dit liéu cua Tinh uy.

ST

Danh muc

Thoi gian

thuc hién

hop dong
(nam)

bVT

S6
lwgng

Dich vu giam sat ATTT 24/7

Dich vu gidm sat An toan thong tin mang cho h¢
thong CNTT tai TTTHDL cua céc co quan Pang
quy md 35 may chu. Céc tinh ning bao gom:
Giam sat, canh bao ATTT 24/7:

- Giam sat ATTT Endpoint: Phat hién thiét bi dau
cudi nhiém ma doc APT.

- Giam sat ATTT 16p mang: Phat hién két n6i
C&C trong phan ving mang c6 may chu can
giam séat; Phat hién Shellcode/payload tin cong
trong traffic mang thugc phan ving mang c6 may
chu can giam sat;

- Giam sat ATTT ung dung.

- Diéu tra, xac minh sy kién: Diéu tra, xac minh
su kién ATTT tir xa;

Toi uu ATTT:

- B6 sung rule/usecase phat hién ky thuat tin
cong mdi dinh ky

- T6i wu rule/usecase phat sinh nhiéu canh béo sai
dinh ky.

Bao cao ATTT:

- Tinh hinh van hanh, gidm sat hang thang;

- Bao cao xtt 1y su ¢b (néu co).

HO tro xur 1y su ¢ ATTT:

- LAy mau, phan tich md doc webshell;

- Piéu tra tdn cong xam nhép, tin cong APT;

- Phan ung: chan diéu khién, 1am sach.

Goi

Dich vu thué giai phap phan mém

Phian mém diéu phoi, tw dong héa va phan tng
an ninh mang SOAR:

License




ST

Danh muc

Thoi gian

thuc hién

hop d(‘ﬁng
(nam)

DVT

S6
lugng

- Tu dong thu thap canh bao va su kién tir SIEM;
- Phan loai mirc d6 uvu ti€n cua canh bao

- Tu dong tao su ) (incident)

- Thu thap va quéan 1y bang chimg cho su ¢d

- Pd thi quan h¢ truc quan cac ddi tuong lién
quan trong su ¢d

- Lap lich va xuat bao cdo qua giao dién truc
quan

- Quan ly ticket xtr 1y, gan don vi/nguoi xu 1y
theo tb chirc

- Binh nghia cac thoa thuan muc dich vu
(service-level agreement - SLA) phu hgp véi tinh
chét cua to chirc, tinh chat cia yéu cau

- Thong bao ticket mai, ticket sép hét han

- Théng ké chi s danh gia thuc hién cong viéc
(Key Performance Indicator - KPI) ticket xtr ly
theo ting don vi;

- Hd tro dd thi quan hé truc quan céc doi tuong
lién quan dén su cd.

- Cung cap tinh nang ticketing builtin.

Phin mém giam sit an ninh mang SIEM:

- Kha nang canh bao thoi gian thyc (Real Time
Alert) cho phép gui thong tin canh bao thoi gian
thue tir hé théng ngay khi c6 sy cb xay ra.

- Agent thu thap Log trén Windows; Agent thu
thap Log trén Linux; Thu thip Windows Event;
Thu thap Log qua Syslog.

- Cung cap san cac bd chuan hoa Log.

- Tim kiém nhanh Alert, Trich xuat két qua tim
kiém

- Dashboard & Report: Cung cap sén cac biéu do,
bao cdo phd bién; Cho phép ngudi dung dinh
nghia bao cdo tir cac biéu d6 c6 sin; Guri bao céo
dinh ky qua Email; Bao c4o trich xuat ra file.

License




ST

Danh muc

Thoi gian

thuc hién

hop d(‘ﬁng
(nam)

DVT

S6
lugng

- Thém mhanh diéu kién tim kiém tir giao dién.

- Tao céac biéu d6 thong ké dit liéu.

- Phan tich twong quan su kién nhat ky theo thoi
gian thyec.

- Tao bao cdo theo cac mau di dugc dinh nghia
qua giao dién d6 hoa.

- Két ndi chia sé thong tin giam sat véi Trung
Tam Giam Sat An Toan Khong Gian Mang Qudc
Gia- NCSC

Dich vu phan mém giam sat bat thuwong va
phat hién tin cong c6 chii dich ¢ 16p mang:
- Phat hién tin cong ra quét mat khau trong
mang.

- Phat hién d4u hiéu tin cong tir chdi dich vu.
- Phat hién d4u hiéu tin cong ra quét 16 hong.
- Phat hién d4u hiéu tin cong tng dung Web
(SQL Injection, XSS,...)

- Phét hién c4c dau hiéu ToC ctia ma doc APT
- Phat hién céac k¥ thuét tin cong theo khung
MITRE ATT&CK

- Phat hién dau hiéu ra quét thong tin mang.

- Phét hi¢n dau hiéu khai thac dich vu.

License

Phin mém giam sat, phat hién tan cong c6 chi
dich (EDR) cho tdi da 35 may chi:

- Giam sat cac hanh vi & mtrc nhan hé diéu hanh
trén hé diéu hanh: May chi (Windows Server
2008R2 tr¢ 1én; CentOS 7, Ubuntu 18).

- Phan tich hanh vi va xtr 1y tp trung.

- Theo ddi tinh hinh cai dat, trang thai hoat dong
cuia may chu

- Canh bao kip thoi cac bat thudng phat hién trén
may chu.

- Phat hién dau hiéu tin cong nang cao APT theo
MITRE ATT&CK

License
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Thoi gian
T thue hi¢ S6
S Danh muc we : ¢ DVT 0
T ) hop dong lwgng
(nam)

- Cung cip giao dién khép kin diéu tra cac cudc
tan cong (IR Flow): Detection - Investigation -
Response.

- HO tro c6 1ap (network, process) tam thdi cac

may phuc vu diéu tra.

4. M6 ta dich vu

Cac dich vy, giai phap phai tuan thua cac quy dinh hoat dong giam sat an toan
hé thdng thong tin tai Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 cia Bo
Thong tin va Truyén thong.

Dép tng cac yéu cau theo huéng dan ctia co quan chirc ning (tai van ban sd
2973/BTTTT-CATTT ngay 04/09/2019 ciia BTTTT vé viéc huéng dan trién khai
hoat dong giam sat an toan thong tin trong co quan, to chirc nha nudc va Vin ban
s6 235/CATTT ATHTTT ngay 08/04/2020 ctia Cuc An toan thdng tin vé viéc
huéng ddn md hinh dam bao an toan thong tin cap bo, tinh) vé md hinh giam st
an toan thong tin cho cép tinh.

bam bao dap ung ti€u chi vé Chit luong dich vu theo Quyét dinh sb
1356/QD-BTTTT ngay 07/7/2022 cua Bo Thong tin va Truyén thong ban hanh
Tiéu chi danh gia giai phap, dich vu Trung tim giam sat diéu hanh an toan, an
ninh mang (SOC).

Gom cac dich vu sau:

- Dich vu giam sat, xtr Iy sy ¢ an toan thong tin mang 24/7 cho hé thong
CNTT trong Trung tim tich hop dit liéu cac co quan Pang véi quy mo tdi da 35
may chu.

- Phan mém diéu phdi, tw dong hoa va phan ting an ninh mang SOAR.

- Phan mém giam sat an ninh mang SIEM.

- Phan mém giam sat bat thuong va phat hién tdn cong c6 chu dich & 16p
mang.

- Phan mém giam sat, phat hién tin cong c6 chu dich (EDR) cho ti da 35
may chu.

5. Khai toan dau tu

Tong mirc dau tu: 4.500.000.000 dong (Bon ty nim triam triéu dong)
Trong do:
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TT Noi dung Du toan kinh phi | Ky hi¢u
I Chi phi thué dich vu 4.256.812.838 Gdv
I Chi phi quan ly dy 4n 117.330.675 Gql
IIl | Chi phi tu van 95.431.021 Gtv
IV | Chi phi khac 30.425.466 Gk
V | Chi phi dy phong - Gdp
TONG CONG 4.500.000.000 Gt

(Chi tiét trong Phu luc dinh kem)
6. Nguon kinh phi thuc hién: Vén su nghiép ngan sach tinh.

7. Thoi gian thué: 03 nam, tinh tir thoi diém ky hep dong thué (khéng

tinh thoi gian thuc hién thu tuc).

Vin phong Tinh ay kinh trinh Uy ban nhan dan tinh xem xét chap thuan chu
trrong thué Dich vu cong nghé thong tin Giai phap dam bao an toan théng tin cho
hé théng Cong nghé thdng tin tai Trung tam tich hop dir liéu caa Tinh ay theo

quy dinh.

Noi nhan:

- Nhu trén,

- TTTU (b/c),

- So: Tai chinh, Thong tin va truyén thong,
- CP.VPTU,

- Phong TC, HC-QT, CY-CNTT (MT),

- Luu VPTU.

K/T CHANH VAN PHONG
PHO CHANH VAN PHONG

[l

Nguyén Xuin Cuong
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PHULUC1
BANG TONG DU TOAN

Gia tri trudc

Gia tri sau

T Noi dung chi phi Dién giai thud Thue GTGT thué Ghi chu
| | Chi phi thué dich vu Gdv 4.034.200.071 222.612.767 | 4.256.812.838
p | Chiphi thué dich vy/phin 4.034.200.071 | 222.612.767 |4.256.812.838
meém c0 san trén thi truong
thon i oo b thimg CNTT ta Theo béo
& L €10 A6 XN Gdvm gia thi 4.034.200.071 222.612.767 | 4.256.812.838
Trung tam tich hop dir liéu cua .
, . truong
cac co quan Dang
Il | Chi phi quén ly ké hoach thué Gql 106.664.250 10.666.425 117.330.675 ’
Bang so 1 -
Chi phi thue hién quan ly Ké QD so
1 hoach thué Gqlkht 106.664.250 10.666.425 117.330.675 1688/QD-
BTTTT
Hang muc ha tang ky thuat 2644 |\ Gdv | 106.664250 | 10.666.425 | 117.330.675
CNTT %
. ’ X A =
11 | Chi phi tw van dau tw Gtv 1424344 86.755.473 8.675.548 95.431.021
Bang ’sfr) 2 -
1 | Lap Ké hoach thué 40.019.265 4.001.927 44.021.192 Qb 56
Ap 2 u .019. .001. .021. 1688/0P-
BTTTT
Hang muc ha tﬁng ky thuat 0,992
CNTT % x Gdv 40.019.265 4.001.927 44.021.192
2 | Chi phi thim tra 6.353.865 635.386 6.989.251




13

ST ne c o X eae Gia tri trudc x Gia tri sau C o
T Noi dung chi phi Dién giai thué Thue GTGT thué Ghi f:hu
Bang 56 4 -
Chi phi tham tra tinh hiéu qua ODb so
2.1 va tinh kha thi cia di én dau tw 1.694.364 169.436 1.863.800 1688/0D-
BTTTT
Hang muc ha tang k¥ thuat 0,105 X Gdv
CNTT % w40% 1.694.364 169.436 1.863.800
Bdng 56 5 -
Chi phi tham tra thiét ké thi 0P sé
2.2 cong 2.456.828 245.683 2.702.511 1688/0D-
BTTTT
Hang muc ha tang k¥ thuat 0,087 X Gdv
CNTT % «70% 2.456.828 245.683 2.702.511
Bang 56 6 -
2.3 | Chi phi thim tra due tod 2.202.673 220.267 2.422940 | 9P 50
: i phi tham tra dy todn .202. : A422. 1688/0D-
BTTTT
Hang muc ha tang k¥ thuét 0,078 x Gdv
CNTT % w70% 2.202.673 220.267 2.422.940
Bang s6 8 -
Chi phi 1ap ho so' moi thau, QD so
3 danh gia hd so du thiu 11.416.786 1.141.679 12.558.465 1688/QD-
BTTTT
Hang muc ha tﬁng ky thuat 0,283
CNTT % x Gdv 11.416.786 1.141.679 12.558.465
4 | Chi phi giam sat 28.965.557 2.896.556 31.862.113 gg*‘;’g’o 2




14

ST ne c o X eae Gia tri trudc x Gia tri sau C o
T Noi dung chi phi Dién giai thué Thue GTGT thué Ghi chu
1688/QD-
BTTTT
Hang muc ha tﬁng ky thuat 0,718
gk % X Gdv 28.965.557 2.896.556 31.862.113
IV | Chi phi khac cd lién quan Gk 27.659.515 2.765.951 30.425.466
Chi phi thim dinh Hd so moi 0,050 Nghi dinh
1 | 3P ; ! X Gdv 2.017.100 201.710 2.218.810 | 63/2014/ND-
thau % CP
C 1 A : £ , Nghi dinh
p | Chiphitham dinh kétqualya 1 0,050 | &4 2.017.100 201.710 2.218.810 | 63/2014/ND-
chon nha thau % Cp
3 | Chi phi thim dinh gia 0’5}5’5 X (f/dXTsau 23.625.315 2.362.531 25.987.846 | Tam tinh
V | Chi phi du phong Gdp - - -
1 | Chi phi du phong 0% - - -
Téng cong Gt LT\'/':\'/' ' 4255279300 | 244.720.691 | 4.500.000.000
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PHU LUC 2: CHI PHI THUE DICH VU CONG NGHE THONG TIN
Giai phap dam bio an toan thdng tin cho hé théng Cong nghé thong tin
tai Trung tadm tich hep dir li¢u caa Tinh Gy

Thoi Gia tri truée thué Thué VAT
gian )
ST thue So 2 A
T Danh myc hienhop | DV ' | lugng | Dongis | Thanhtidn | % | Thanhtién | 1008 c0NE
dﬁng
(nam)
I Dich vu giam sat ATTT
2417
Dich vu gidm sat An toan
thong tin mang cho hé
thong CNTT tai TTDL ctia
Tinh Uy quy m6 35 may
chu. Céc tinh nang bao
gom:
Giam sat, canh bao ATTT
24/7:
- Gidm sat ATTT Endpoint: 3 Goi 1 602.690.800 | 1.808.072.400 - - 1.808.072.400

Phat hién thiét bi dau cudi
nhiém ma doc APT.

- Gidm sat ATTT l6p mang:

Phat hién két ndi C&C
trong phan vung mang c6
may chil can giam sat; Phat
hién Shellcode/payload tan
cong trong traffic mang
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Danh muc

Thoi
gian
thuc
hién hop
dong
(nam)

bVT

S6
lwgng

Gia tri truéc thué

Thué VAT

Pon gia Thanh tién

%

Thanh tién

Téng cong

thudc phan ving mang co
may chu can giam sat;
- Giam sat ATTT tng dung.

- Diéu tra, xac minh su kién:

Diéu tra, xac minh su kién
ATTT tur xa;

Téi wu ATTT:

- B6 sung rule/usecase phat
hién k¥ thuat tan cong méi
dinh ky

- T6i vu rule/usecase phat
sinh nhiéu canh béo sai dinh
ky.

Béao cao ATTT:

- Tinh hinh van hanh, giam
sat hang thang;

- Bao cdo xir 1y su ¢ (néu
co).

Hb trg xtr Iy sy ¢d ATTT:

- LAy mAu, phan tich ma
doc webshell;

- Diéu tra tan cong xam
nhép, tan cong APT;

- Phan @ng: chin diéu
khién, 1am sach.
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Danh muc

Thoi
gian
thuc
hién hop
dong
(nam)

bVT

S6
lwgng

Gia tri truéc thué

Thué VAT

Pon gia Thanh tién

% | Thanh tién

Téng cong

Dich vu thué giai phap
phan mém

Phan mém diéu phoi, tw
dong hoa va phan Grng an
ninh mang SOAR:

- Tu dong thu thip canh bao
va su kién tor SIEM;

- Phan loai mtrc d0 wu tién
cua canh bao

- Tu dong tao su cd
(incident)

- Thu thap va quan 1y bang
ching cho sy ¢6

- D) thi quan h¢ tryc quan
cac d6i twong lién quan
trong su cd

- Lap lich va xuit bao céo
qua giao dién truc quan

- Quan ly ticket xur ly, gan
don vi/ngudi xur 1y theo t6
chtrc

- Binh nghia céc thoa thuan
muc dich vu (service-level
agreement — SLA) phu hop
véi tinh chét ca to chic,

Licens
e

214.288.557 | 642.865.671

10% | 64.286.567

707.152.238
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Danh muc

Thoi
gian
thuc
hién hop
dong
(nam)

bVT

S6
lwgng

Gia tri truéc thué

Thué VAT

Pon gia Thanh tién

%

Thanh tién

Téng cong

tinh chat cua yéu cau

- Thong bao ticket mai,
ticket sip hét han

- Théng ké chi sb danh gia
thuc hién cong viéc (Key
Performance Indicator —
KPI) ticket x1r Iy theo ting
don vi;

- Hd tro d6 thi quan hé truc
quan cac ddi tuong lién
quan dén su cb.

- Cung cap tinh ning
ticketing builtin.

Phin mém giam sit an
ninh mang SIEM:

- Kha ndng canh bao thoi
gian thuc (Real Time Alert)
cho phép gtri thong tin canh
bao thoi gian thuc tir hé
thdng ngay khi c¢6 su ¢ xdy
ra.

- Agent thu thdp Log trén
Windows; Agent thu thap
Log trén Linux; Thu thap
Windows Event; Thu thap

Licens
e

300.182.000 | 900.546.000

90.054.600

990.600.600
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Thoi Gia tri truéc thué Thué VAT
gian ]
ST thuc So z A
T Danh myc hicnhop | DV ' | lugng | Don gis Thanh tién | % | Thanhtién | | ON8CoNg
dong
(nam)
Log qua Syslog.
- Cung cép san cac bo chuin
hoa Log.
- Tim kiém nhanh Alert,

Trich xuat két qua tim kiém
- Dashboard & Report:
Cung cip sin céac biéu dd,
béo cao pho bién; Cho phép
nguoi dung dinh nghia bao
cdo tir cac biéu do co san;
Gui bao cao dinh ky qua
Email; Bao céo trich xuét ra
file.

- Thém mhanh diéu kién tim
kiém tir giao dién.

- Tao cac biéu do thong ké
dir ligu.

- Phan tich tuong quan sy
kién nhat ky theo thoi gian
thuc;

- Tao bao céo theo cac mau
da dugc dinh nghia qua giao
dién dd hoa.

- Két ni chia sé thong tin
giam sat voi Trung Tam
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Danh muc

Thoi
gian
thuc
hién hop
dong
(nam)

bVT

S6
lwgng

Gia tri truéc thué

Thué VAT

Pon gia Thanh tién

% | Thanh tién

Téng cong

Giam Sat An Toan Khong
Gian Mang Quoc Gia -
NCSC

Dich vu phian mém giam
sat bat thwong va phat
hién tin cong c6 chi dich
o 16p mang:

- Phat hién tin cong ra quét
mat khau trong mang.

- Phét hién ddu hi¢u tin
cong tu chéi dich vu.

- Phét hién déu hi¢u tan
cong ra quét 15 hong.

- Phét hién dau hi¢u tin
cong g dung Web (SQL
Injection, XSS,...)

- Phét hién c4c dau higu ToC
cua ma doc APT

- Phat hién céc k¥ thuat tan
cong theo khung MITRE
ATT&CK

- Phat hién d4u hiéu ra quét
thong tin mang.

- Phat hién dau hiéu khai
thac dich vu.

Licens
e

156.762.000 | 470.286.000

10% | 47.028.600

517.314.600
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Thoi Gia tri truéc thué Thué VAT
gian
ST thuc So 2 A
T Danh myc hicnhop | DV ' | lugng | Don gis Thanh tién | % | Thanhtién | | ON8CoNg
dong
(nam)
Phan mém giam sat, phat
hién tin céng cé chi dich
(EDR) cho t6i da 35 may
chu:
- Giam sat cac hanh vi &
murc nhan hé diéu hanh trén
hé diéu hanh: May cha
(Windows Server 2008R2
trd 1én; CentOS 7, Ubuntu
18).
- Phéan tich hanh vi va xt ly
tap trung. .
4 | - Theo ddi tinh hinh cai dit, 3 '-'Ceens 1 | 70.810.000 | 212.430.000 | 10% | 21.243.000 | 233.673.000

trang thai hoat dong cua
may chu

- Canh bao kip thoi cac bat
thuong phat hién trén may
chu.

- Phat hién dau hiéu tan
cong nang cao APT theo
MITRE ATT&CK

- Cung cép giao dién khép
kin diéu tra cac cudc tan
cong (IR Flow): Detection —
Investigation - Response.
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Thoi Gia tri truéc thué Thué VAT
gian ]
ST thue So Z A
T Danh myc hién hop DVE | \ugng | Pon gia Thanh tién | % | Thanhtién | | ON8CoNg
dong
_ (nam)
- HO tro c6 1ap (network,
process) tam thoi cac may
phuc vu di€u tra.
Tong Cong 4.034.200.071 222.612.767 | 4.256.812.838




